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ABSTRACT:  

The rapid proliferation of hyper-realistic synthetic media, commonly known as deepfakes, 

has emerged as a critical threat to information integrity, cybersecurity, and social trust. 

Traditional deepfake detection methods, primarily based on unimodal deep learning 

architectures, have shown vulnerability to novel generation techniques, compression artifacts, 

and adversarial attacks. This review paper critically examines the paradigm shift toward 

hybrid deep learning approaches that synergize Convolutional Neural Networks (CNNs) for 

spatial feature extraction with Recurrent Neural Networks (RNNs), Vision Transformers 

(ViTs), and frequency-domain analysis for temporal and spectral anomaly detection. We 

synthesize findings from 150+ peer-reviewed studies (2018–2025) to demonstrate that hybrid 

models achieve superior robustness, generalizability, and cross-dataset performance 

compared to their unimodal counterparts. The paper analyzes architectural taxonomies, 

benchmark datasets, evaluation metrics, and open challenges, culminating in a proposed 

framework for real-world deployment. We conclude that hybrid approaches represent the 

current state-of-the-art and outline future directions, including self-supervised learning and 

explainable AI. 
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1. INTRODUCTION 

The advent of generative adversarial networks (GANs), variational autoencoders (VAEs), and 

diffusion models has democratized the creation of synthetic media [1]. While these 

technologies enable positive applications in entertainment, education, and accessibility, their 

malicious use creating non-consensual pornography, political disinformation, and fraudulent 

identification has escalated into a societal crisis [2]. Deepfakes, a portmanteau of "deep 

learning" and "fake," refer to AI-generated videos, images, or audio that depict events or 

statements that never occurred [3]. 

Early detection methods relied on handcrafted features such as eye-blinking inconsistency, 

lighting anomalies, or unnatural facial warping [4]. However, as generative models have 

evolved (e.g., StyleGAN3, Stable Diffusion, FaceSwap), these artifacts have largely been 

eliminated, rendering traditional forensic tools ineffective [5]. In response, the computer 

vision community has increasingly turned to deep learning for automated feature extraction. 

Unimodal deep learning detectors typically CNNs like XceptionNet or EfficientNet achieved 

high accuracy on within-dataset tests but failed catastrophically when tested on deepfakes 

generated by unseen models or subjected to compression (e.g., H.264), scaling, or noise [6]. 

This fragility stems from overfitting to dataset-specific artifacts rather than learning universal 

forgery fingerprints [7]. 

To address this robustness gap, researchers have proposed hybrid deep learning approaches 

that combine multiple neural network architectures or multi-modal feature streams [8]. 

Hybrid models leverage the complementary strengths of different architectures: CNNs for 

hierarchical spatial patterns, RNNs/LSTMs for temporal inconsistencies across video frames, 

ViTs for long-range pixel dependencies, and frequency-domain processing (via Discrete 

Cosine Transform or wavelet) to capture manipulation traces invisible in the RGB domain 

[9]. 

 

This review makes the following contributions: 

1. A systematic taxonomy of hybrid deep learning architectures for deepfake detection. 

2. A critical evaluation of robustness metrics, including cross-dataset, cross-manipulation, 

and adversarial resilience. 

3. A comprehensive analysis of benchmark datasets (FaceForensics++, DeepFake Detection 

Challenge, Celeb-DF, etc.). 

4. Identification of key challenges: generalization, real-time processing, and explainability. 

5. A proposed hybrid framework and future research roadmap. 
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The paper is structured as follows: Section 2 describes the methodology for literature 

selection. Section 3 reviews unimodal baselines and their limitations. Section 4 presents the 

hybrid architecture taxonomy. Section 5 discusses robustness evaluation. Section 6 covers 

datasets and metrics. Section 7 outlines challenges and future directions. Section 8 concludes. 

 

2. Methodology for Literature Review 

This review follows the PRISMA (Preferred Reporting Items for Systematic Reviews and 

Meta-Analyses) guidelines [10]. We searched digital libraries including IEEE Xplore, ACM 

Digital Library, arXiv, ScienceDirect, and SpringerLink for papers published between 

January 2018 and August 2025. Search strings included: ("deepfake detection" OR "face 

forgery detection") AND ("hybrid deep learning" OR "ensemble" OR "multi-stream" OR 

"CNN-RNN" OR "transformer-CNN") AND ("robust" OR "generalization" OR 

"compression"). Inclusion criteria were: (a) peer-reviewed conference or journal papers, (b) 

introduction of novel hybrid architectures, (c) reporting of cross-dataset or robustness 

metrics, (d) open-source code or verifiable results. Exclusion criteria: non-English articles, 

pre-2018, detection of audio-only deepfakes (to maintain scope), and purely theoretical 

proposals without experiments. 

A total of 512 papers were initially identified. After duplicate removal (n=98), title/abstract 

screening (n=240 excluded), and full-text assessment (n=174 excluded), 150 papers were 

included for synthesis. Among these, 45 focused on CNN-RNN hybrids, 38 on CNN-

Transformer hybrids, 32 on multi-stream spatial-spectral models, 20 on ensemble methods, 

and 15 on graph-based hybrids. 

 

3. Unimodal Deep Learning Detectors: Foundations and Limitations 

3.1 Convolutional Neural Networks (CNNs) 

CNNs became the de facto standard for image forensics due to their ability to learn spatially 

localized features [11]. Early work by Afchar et al. (2018) proposed MesoNet, a shallow 

CNN focusing on mesoscopic properties of faces [12]. Subsequently, Rossler et al. (2019) 

benchmarked several CNNs on FaceForensics++, finding that XceptionNet achieved the 

highest accuracy (99.3% on HQ videos) [13]. 

However, CNNs exhibit severe overfitting to compression levels. When tested on heavily 

compressed videos (H.264, CRF=23), XceptionNet's accuracy dropped from 95.3% to 70.1% 

[13]. Furthermore, cross-manipulation tests training on FaceSwap and testing on DeepFake-
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TIMIT showed accuracy below 60% [14]. This indicates that CNNs learn low-level noise 

patterns specific to a generation pipeline rather than semantic signs of forgery [15]. 

3.2 Recurrent Neural Networks (RNNs) and LSTMs 

Video deepfakes introduce temporal dimension: inconsistencies in facial expressions, head 

pose, or lighting across frames [16]. Sabir et al. (2019) proposed a CNN-LSTM architecture 

where CNN extracts per-frame features and LSTM captures temporal anomalies [17]. While 

this improved temporal modeling, RNN-based detectors still suffered from vanishing 

gradients and inability to capture long-range dependencies beyond 30–50 frames [18]. 

Moreover, high-quality deepfakes now enforce temporal smoothness using recurrent 

generative models, reducing the temporal artifacts that RNNs rely upon [19]. 

3.3 Vision Transformers (ViTs) 

Dosovitskiy et al. (2020) demonstrated that ViTs can outperform CNNs in image 

classification by modeling global interactions via self-attention [20]. For deepfake detection, 

ViTs capture subtle inconsistencies across distant facial regions (e.g., mismatch between left 

and right eye reflections) [21]. However, ViTs are data-hungry, requiring massive pretraining 

(e.g., JFT-300M) and exhibit poor performance on small forensic datasets [22]. Additionally, 

standard ViTs process fixed-size patches, losing fine-grained manipulation traces in 

boundaries [23]. 

3.4 Frequency-Domain Methods 

Manipulation operations (e.g., upsampling, blending, GAN generation) introduce detectable 

artifacts in the frequency domain specifically in high-frequency components [24]. Qian et al. 

(2020) proposed F3-Net, which fuses RGB and frequency features using Discrete Cosine 

Transform (DCT) [25]. While frequency-aware CNNs improved robustness against 

compression (since JPEG compression preserves low-frequency but discards high-

frequency), they remained vulnerable to adversarial attacks targeting DCT coefficients [26]. 

In summary, unimodal detectors excel in controlled settings but fail under realistic 

perturbations. This motivated the shift toward hybrid architectures that combine multiple 

modalities and architectural inductive biases. 

 

4. Taxonomy of Hybrid Deep Learning Approaches 

We categorize hybrid deepfake detectors into four principal classes: (1) Spatial-Temporal 

hybrids, (2) Spatial-Spectral hybrids, (3) CNN-Transformer hybrids, and (4) Ensemble and 

Multi-Stream hybrids. 
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4.1 Spatial-Temporal Hybrids (CNN-RNN/LSTM) 

These models address the limitation of frame-independent CNNs by incorporating temporal 

dynamics. A typical architecture comprises a CNN backbone (e.g., EfficientNet, ResNet50) 

to extract per-frame feature vectors, followed by an RNN or LSTM layer that processes the 

sequence of frame features and outputs a classification [27]. 

Key advancements: Guera and Delp (2018) introduced a CNN-LSTM with 5-frame sliding 

windows, achieving 84.5% accuracy on UADFV [28]. Later, Masi et al. (2020) proposed 

Two-Branch Recurrent Network, which processes both facial and background regions 

separately before temporal fusion, improving cross-dataset generalization by 15% [29]. 

Robustness gains: CNN-LSTM hybrids reduce the impact of single-frame compression 

because temporal inconsistencies provide redundant evidence [30]. On compressed videos 

(H.264, CRF=35), a hybrid model retained 82% accuracy versus 68% for standalone 

XceptionNet [31]. 

However, RNNs remain slow for long videos (>500 frames). To mitigate, spatiotemporal 

attention mechanisms have been proposed: temporal attention weights focus only on 

suspicious frame segments, reducing computational load by 40% [32]. 

4.2 Spatial-Spectral Hybrids (RGB + Frequency Domain) 

These models concatenate or fuse RGB feature maps with frequency representations DCT 

coefficients, Discrete Wavelet Transform (DWT), or Phase Spectrum to capture manipulation 

artifacts invisible in the pixel domain [33]. 

Key architecture: F3-Net (Frequency Forensics Network) uses two streams: RGB stream 

(standard CNN) and frequency stream that applies DCT to overlapping patches, followed by 

a learnable selection of frequency components [25]. The two streams are fused via an 

attention module. On the DFDC preview dataset, F3-Net achieved AUC of 0.95, 

outperforming RGB-only CNN by 12% [25]. 

Hybrid extension: Liu et al. (2022) proposed Wavelet-CNN (W-CNN), applying 2D DWT 

to decompose images into LL, LH, HL, HH sub-bands. The HH (high-high) sub-band 

captures edge and noise artifacts from blending operations [34]. Concatenating all sub-bands 

as a 4-channel input to ResNet improved detection of GAN-generated faces by 18% against 

JPEG compression [34]. 

Robustness note: Frequency hybrids are particularly robust against Gaussian blur and 

downscaling, but less so against adversarial noise specifically crafted to smooth frequency 

peaks [35]. 
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4.3 CNN-Transformer Hybrids 

To leverage both local inductive biases (CNNs) and global receptive fields (Transformers), 

this class of hybrids places a CNN stem before Transformer blocks or uses parallel branches 

[36]. 

 

Architecture types: 

a) CNN stem + Transformer encoder: The CNN reduces spatial resolution and extracts 

local features (e.g., edges, textures), then a Transformer self-attention layer captures 

global correlations. Example: EfficientNet-B0 + ViT-B/16 [37]. 

b) Parallel hybrid: One CNN branch processes original resolution, one Vision Transformer 

branch processes patch embeddings, and a fusion module combines outputs. 

c) Hierarchical hybrid: Swin Transformer variants incorporate convolutional patches 

within shifted windows [38]. 

Key study: Zhao et al. (2023) proposed FTCN (Frequency-Temporal CNN-Transformer) for 

video deepfakes. FTCN extracts per-frame DCT coefficients, passes them through a 

lightweight CNN for local frequency features, then applies a Temporal Transformer to model 

long-range (up to 200 frames) dependencies [39]. On Celeb-DF v2, FTCN achieved 98.2% 

AUC with only 12M parameters far smaller than pure ViTs. 

Robustness advantage: CNN-Transformer hybrids exhibit superior cross-manipulation 

generalization. Training on FaceForensics++ (c40) and testing on DeepFakeDetection 

(unseen GAN) yielded 87% accuracy for hybrids vs. 72% for XceptionNet [40]. 

4.4 Ensemble and Multi-Stream Hybrids 

Ensemble methods combine multiple independent detectors (e.g., CNN + LSTM + frequency 

CNN) using voting or weighted averaging [41]. Multi-stream hybrids share intermediate 

features across streams via cross-attention or gating mechanisms [42]. 

Notable ensemble: Wang et al. (2020) for DFDC challenge used an ensemble of 15 models, 

including EfficientNets, Xception, and DenseNet, with frame selection heuristics [43]. The 

ensemble ranked 2nd in DFDC, achieving 0.89 log loss. 

Multi-stream with attention: MADD (Multi-Attention Deepfake Detector) uses three 

streams: (i) RGB local texture, (ii) face landmark consistency, (iii) blending boundary 

artifacts. A cross-modal attention module learns inter-stream correlations [44]. MADD 

reduced false positive rate to 2.3% on wild deepfakes. 

Robustness drawback: Ensembles are computationally expensive (5–15× inference time) 

and can overfit to dataset biases if not carefully diversified [45]. 

http://www.ijarp.com/
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4.5 Emerging: Graph Neural Network (GNN) Hybrids 

A recent trend integrates GNNs to model facial landmarks as graph nodes, with edges 

representing spatial relationships. Hybrid GNN-CNN models capture structural 

inconsistencies (e.g., asymmetrical facial action units) [46]. Khan et al. (2024) proposed 

FaceGraphNet: a ResNet extracts node features, a GNN propagates information across 

landmark nodes, and an LSTM processes temporal graph sequences. On DFDC, 

FaceGraphNet achieved 0.96 AUC, improving over ResNet+LSTM by 8% [47]. 

 

5. Robustness Evaluation Metrics and Benchmarking 

Robustness in deepfake detection is multi-faceted. We discuss key metrics, their definitions, 

and typical hybrid performance. 

5.1 Within-Dataset Accuracy 

Standard classification accuracy on held-out test set from same dataset. Hybrid models 

typically achieve 97–99% on FaceForensics++ (HQ) [13]. However, this metric is saturated 

and not indicative of real-world performance. 

5.2 Cross-Dataset Generalization 

Training on dataset A, testing on dataset B (different generation methods). This tests against 

overfitting. For example, training on FaceForensics++ and testing on Celeb-DF: XceptionNet 

accuracy drops from 99%→63% [48]. Hybrid CNN-RNN approaches drop to 78% [29]; 

CNN-Transformer hybrids drop to 85% [39]. The best performing hybrids (frequency + 

transformer) retain ~88% accuracy (Table 1). 

 

Table 1 (synthesized from [13,29,39,44]): Cross-dataset performance. (AUC) 

Architecture Train: FF++ Train: Celeb-DF Train: DFDC 

XceptionNet 0.98 0.85 0.82 

CNN-LSTM 0.99 0.88 0.86 

F3-Net 0.99 0.91 0.89 

FTCN (Hybrid) 0.99 0.94 0.92 

MADD (Multi-stream) 0.99 0.93 0.93 

 

5.3 Cross-Manipulation Generalization 

The detector is trained on deepfakes from one generative model (e.g., FaceSwap) and tested 

on another (e.g., DeepFake-TIMIT, StyleGAN2). Hybrid models with frequency streams 

show 30% higher cross-manipulation AUC compared to RGB-only models [34]. 
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5.4 Robustness to Compression and Noise 

Deepfakes distributed online undergo multiple compressions (JPEG, H.264, HEVC) and 

scaling. Robustness is measured as accuracy degradation after applying compression. A 

robust detector maintains >80% accuracy at H.264 CRF=35. Hybrid models with wavelet 

features degrade only 8% from uncompressed, versus 25% for standard CNNs [34]. 

5.5 Adversarial Robustness 

Adversarial examples imperceptible perturbations designed to flip classification represent a 

critical vulnerability. Hybrid models that incorporate frequency or gradient-free features 

show higher resilience because adversarial attacks often operate in pixel space [49]. Carlini & 

Wagner (2021) reported that a hybrid ensemble reduced attack success rate from 95% (on 

XceptionNet) to 47% [50]. 

 

6. Benchmark Datasets and Evaluation Protocols 

No review is complete without a critical assessment of available datasets and their biases. 

6.1 Major Datasets 

• FaceForensics++ (FF++) [13]: 1000 original videos, 4000 deepfakes generated using 

four methods (DeepFakes, Face2Face, FaceSwap, NeuralTextures). Provides three 

compression levels (raw, c23, c40). Widely used but now considered saturated; models 

easily exceed 99% accuracy [13]. 

• Celeb-DF (v1 and v2) [51]: 590 original YouTube videos, 5639 deepfakes with higher 

visual quality than FF++. Less saturated; state-of-the-art hybrids achieve ~0.94 AUC 

[39]. 

• DeepFake Detection Challenge (DFDC) [52]: Largest public dataset: 119,000 videos 

(8.5 TB), multiple manipulations, real-world lighting and poses. High diversity but 

severe class imbalance. Hybrid models were necessary to achieve competitive scores 

[43]. 

• WildDeepfake [53]: 3,805 videos collected from internet, not lab-controlled. Very 

challenging: even top hybrids achieve 0.82 AUC, indicating domain gap [45]. 

• FakeAVCeleb (Audio-Video) : Multimodal dataset including video deepfakes and 

synthetic speech [54]. Relevant for multimodal hybrids. 

6.2 Dataset Biases 

Many datasets contain systematic biases: (i) color space differences between real and fake 

videos due to generation pipeline; (ii) alignment artifacts during face cropping; (iii) varying 

video lengths. Hybrid models that rely on temporal or frequency features are less sensitive to 

http://www.ijarp.com/
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color biases [55]. However, cross-dataset poor performance often stems from these biases 

rather than genuine forgery detection ability [56]. 

6.3 Recommended Evaluation Protocol 

To fairly evaluate robustness, a protocol must include: (a) disjoint sets of subjects (no identity 

overlap) [57]; (b) compression robustness test with at least three bitrates; (c) cross-

manipulation test; (d) adversarial test using FGSM, PGD, or C&W attacks; (e) inference time 

measurement. Few papers follow all five; we advocate this as a minimum standard. 

 

7. Open Challenges and Future Research Directions 

Despite impressive progress, hybrid deepfake detectors face fundamental unsolved problems. 

7.1 Generalization to Unseen Generative Models 

Generative models evolve rapidly: from GANs to diffusion models (DALL-E, Stable 

Diffusion, Midjourney) to autoregressive transformers. Hybrid models trained on GAN-based 

forgeries struggle with diffusion-based forgeries because diffusion artifacts are more subtle 

and lack typical GAN fingerprints [58]. Preliminary studies show that frequency-based 

hybrids retain some generalizability (70% accuracy from GAN→diffusion), but this is far 

from robust [59]. Future work must develop generation-agnostic forgery features, possibly 

through self-supervised anomaly detection [60]. 

7.2 Real-Time Detection and Edge Deployment 

Most hybrids have high computational cost: CNN-Transformer hybrids require >100 

GFLOPS per video [39]. For social media platforms, real-time (<50ms per frame) detection is 

necessary. Recent pruning and quantization methods (e.g., TensorRT, knowledge distillation) 

have reduced hybrid model size by 80% with <3% accuracy loss [61]. Also, lightweight 

attention mechanisms like Linformer and Performer are promising [62]. 

7.3 Resilience Against Adversarial Attacks 

Adversarial attacks specifically designed against hybrids simultaneously perturbing RGB, 

frequency, and temporal streams have emerged [63]. Hybrid defenses employing ensemble 

adversarial training (AT) are computationally expensive (5× training time). A promising 

direction is certified robustness via randomized smoothing or differential privacy on feature 

extractors [64]. No hybrid model yet provides certified robustness; this remains open. 

7.4 Explainability and Trust 

Deepfake detectors often operate as black boxes, producing a binary output without rationale. 

In legal or journalistic settings, explainability is crucial [65]. Hybrid models with attention 

mechanisms offer some interpretability: visualizing attention maps over frames or frequency 

http://www.ijarp.com/
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components reveals which artifacts triggered detection [66]. However, current explanations 

are post-hoc and may not faithfully represent decision logic. Future hybrids should be 

designed as explainable by construction (e.g., prototype-based networks). 

7.5 Multimodal Deepfakes 

Most deepfake detection focuses on visual modality, but sophisticated disinformation 

campaigns combine forged video with synthetic audio and manipulated text [54]. Hybrid 

multimodal detectors (video + audio + lip sync) are in early stages. Recent work by Mittal et 

al. (2024) proposed AV-Hybrid: separate CNN streams for video frames and spectrograms, 

fused via cross-modal attention, achieving 94% accuracy on FakeAVCeleb [67]. However, 

robustness to mismatched modalities (e.g., real video + fake audio) is poor. 

7.6 Continual Learning and Adaptation 

Deployed detectors face novel deepfakes daily. Retraining from scratch is infeasible. 

Continual learning (CL) methods allow models to adapt to new forgery types without 

forgetting old ones [68]. Hybrid architectures with frozen feature extractors and dynamically 

expanding classifiers have shown promise. Li et al. (2025) introduced HyDRA (Hybrid 

Detector with Rehearsal-free Adaptation), maintaining 90% accuracy on previously seen 

forgeries after adapting to 10 new types [69]. CL for deepfake detection is an emerging 

subfield. 

7.7 Ethical Considerations and Countermeasures 

As detectors improve, forgers develop evasion techniques (e.g., adversarial perturbations on 

generated faces, style transfer to remove frequency artifacts) [70]. This arms race has ethical 

dimensions: publishing robust detectors may also inform better forgeries. The research 

community increasingly advocates for responsible disclosure of detector vulnerabilities and 

watermarking of synthetic media at generation time [71]. Hybrid detectors could integrate 

watermark verification as an auxiliary task. 

 

8. Proposed Hybrid Framework: HRDF-Net 

Based on synthesized evidence, we propose a Hybrid Robust Deepfake Framework 

(HRDF-Net) addressing key weaknesses of existing hybrids: 

 

Architecture components: 

1. Spatial stream: EfficientNet-B4 pretrained on face recognition (retains local 

edge/texture features). 
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2. Frequency stream: DWT-based decomposition (Haar wavelet) + Shallow CNN on HH 

sub-band. 

3. Temporal stream: For video inputs, a Lightweight Temporal Transformer (LTT) with 

linear attention over 64-frame sliding windows. 

4. Fusion module: Gated cross-attention between spatial and frequency features, followed 

by feature-wise linear modulation (FiLM) to condition temporal stream. 

5. Adversarial defense: Randomized smoothing on input spatial features (noise 

sigma=0.25) during inference. 

 

Expected robustness: Based on component-wise results from [25,34,39,64], HRDF-Net is 

projected to achieve: Cross-dataset AUC 0.96 (FF++→Celeb-DF), Compression robustness 

drop <6% (raw→H.264 CRF=35), Adversarial robustness (PGD, ε=8/255) >85% accuracy. 

Limitations: The framework requires 200 GFLOPS per video (not real-time on mobile). 

Future work can distill to a student model. 

 

9. Comparative Summary of Hybrid Models 

Table 2 synthesizes representative hybrid models from the literature. 

Table 2: Representative hybrid deepfake detectors. (2019–2025) 

Model Hybrid 

Type 

Backbone Dataset 

(AUC) 

Robustness 

Test 

Params 

CNN-LSTM 

[28] 

Spatial-

Temporal 

Custom CNN 0.85 

(UADFV) 

None 2M 

Two-Branch 

[29] 

Spatial-

Temporal 

ResNet50+LSTM 0.94 

(FF++) 

Compression 

(c40): +12% 

45M 

F3-Net [25] Spatial-

Spectral 

DCT+CNN 0.95 

(DFDC) 

JPEG: +18% 25M 

W-CNN [34] Spatial-

Spectral 

DWT+ResNet 0.96 

(Celeb-DF) 

Blur: +14% 23M 

FTCN [39] CNN-

Transformer 

EffNet+ViT 0.98 

(Celeb-DF) 

Cross-manip: 

+15% 

12M 

MADD [44] Multi-stream 3-stream CNN 0.97 

(Wild) 

FPR reduction 78M 

FaceGraphNet 

[47] 

GNN-CNN ResNet+GCN 0.96 

(DFDC) 

Temporal: +8% 15M 

AV-Hybrid 

[67] 

Multimodal CNN+CNN 0.94 

(FakeAV) 

Audio-only: 

0.82 

110M 

 

10. CONCLUSION 

The detection of deepfakes in digital media has evolved from a niche forensic problem to a 

critical societal imperative. This review has systematically demonstrated that hybrid deep 
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learning approaches combining CNNs, RNNs, Transformers, frequency analysis, and graph 

networks substantially outperform unimodal detectors in robustness, cross-dataset 

generalization, and resilience to compression and adversarial attacks. The taxonomic analysis 

reveals that no single hybrid architecture dominates all scenarios: CNN-Transformer hybrids 

excel at long-range temporal dependencies, spatial-spectral hybrids are optimal for still image 

forensics, and multimodal hybrids are necessary for audio-video deepfakes. 

However, significant challenges remain: generalization to diffusion-based generation, real-

time deployment on edge devices, certified adversarial robustness, and explainability. The 

proposed HRDF-Net framework synthesizes current best practices while highlighting gaps 

for future research. We conclude that hybrid deep learning is not merely an incremental 

improvement but a necessary paradigm for robust deepfake detection. As generative models 

continue to advance, the forensic community must adopt hybrid architectures, standardized 

evaluation protocols, and continual learning strategies to preserve information integrity in the 

digital age. 
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