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ABSTRACT: 

The rapid growth of urban infrastructure has increased the need for intelligent monitoring 

systems to ensure public safety in street environments. Traditional surveillance systems rely 

heavily on manual observation and lack the capability to provide real-time detection and 

automated response to emergency situations. This paper presents an AI- based smart 

streetlight monitoring system designed to detect human falls and abnormal activities using 

computer vision techniques and Internet of Things (IoT) communication. The proposed system 

utilizes video data captured from a surveillance camera installed on a streetlight pole and 

processes it using computer vision algorithms implemented with OpenCV in Python to 

identify human presence and analyze posture. When a fall or suspicious activity is detected, the 

system generates an event message and transmits it through the MQTT protocol using the 

HiveMQ broker. The message is then processed by a workflow automation platform 

developed in Node-RED, which classifies the event and triggers automated notifications. 

Emergency alerts are delivered via SMS using the Twilio communication service to notify 

appropriate responders such as hospitals or law enforcement authorities. Experimental results 

demonstrate that the proposed system can effectively detect fall events and generate real-time 

alerts, thereby reducing response time and improving public safety. The system is scalable, 

cost-effective, and suitable for integration into modern smart city infrastructure. 
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I. INTRODUCTION 

The rapid growth of urbanization has led to increased population density, transportation 

activity, and infrastructure development in modern cities. As a result, ensuring public safety 

in outdoor environments such as streets, pedestrian walkways, and intersections has become a 

critical challenge. Accidents, medical emergencies, and suspicious activities can occur at any 

time in such areas, requiring continuous monitoring and immediate response from emergency 

services. However, traditional surveillance systems are often inadequate in providing real-

time detection and timely intervention. 

Conventional street monitoring systems primarily rely on closed-circuit television (CCTV) 

cameras, which continuously record video footage for later review. Although these systems 

are useful for post-incident analysis, they depend heavily on human operators for real-time 

monitoring. Continuous observation of multiple video feeds is both labor-intensive and prone 

to human error, as operators may miss critical events due to fatigue, distractions, or 

limitations in attention. Consequently, incidents such as pedestrian falls or abnormal 

activities may go unnoticed, leading to delays in emergency response. 

Recent advancements in artificial intelligence and computer vision have enabled the 

development of intelligent monitoring systems capable of analyzing visual data in real time. 

Computer vision techniques allow machines to detect human presence, recognize movement 

patterns, and identify abnormal behaviors directly from video streams. Open- source 

frameworks such as OpenCV, implemented using Python, provide efficient tools for 

developing real-time image processing and object detection systems. These technologies have 

made it possible to automate surveillance tasks and reduce reliance on manual monitoring. 

In parallel, the evolution of the Internet of Things (IoT) has facilitated seamless 

communication between devices and centralized systems. IoT communication protocols such 

as MQTT enable lightweight and reliable data transmission between distributed devices. 

Cloud-based brokers like HiveMQ allow real-time message exchange, while workflow 

automation platforms such as Node-RED provide flexible environments for processing 

incoming data and triggering automated responses. Additionally, cloud communication 

services like Twilio enable the delivery of instant SMS alerts to designated recipients, 

ensuring rapid dissemination of critical information. 

Despite these technological advancements, many existing systems address computer vision, 
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IoT communication, and alert mechanisms independently rather than integrating them into a 

unified platform. There is a significant need for an intelligent system that combines these 

technologies to provide real-time detection, efficient communication, and automated alert 

generation in a single framework. 

In this paper, an AI-based smart streetlight monitoring system is proposed to address these 

challenges. The system integrates computer vision-based human detection and posture 

analysis with IoT communication and automated alert mechanisms to detect fall events and 

abnormal activities in real time. The detected events are transmitted through an MQTT-based 

communication framework and processed using a workflow automation system to generate 

emergency notifications. By enabling rapid detection and response, the proposed system aims 

to enhance public safety and contribute to the development of intelligent smart city 

infrastructure. 

 

II. Literature Survey 

The integration of intelligent monitoring systems in urban environments has gained 

significant importance with the advancement of artificial intelligence and Internet of Things 

(IoT) technologies. Various research efforts have been directed toward developing automated 

systems capable of detecting abnormal human activities, particularly fall detection, to 

enhance public safety in smart city applications. 

 

Initial approaches to fall detection relied heavily on wearable sensor-based systems, where 

devices such as accelerometers and gyroscopes were used to monitor body movements. 

Although these systems provide reliable motion data, they require continuous user 

participation, which limits their applicability in public environments. As a result, research has 

shifted toward vision-based approaches that utilize surveillance cameras for non-intrusive 

monitoring [1], [3]. 

 

Computer vision-based techniques have demonstrated the ability to analyze human posture 

and movement patterns from video streams. These methods typically involve detecting 

human presence, extracting features such as body orientation and motion trajectories, and 

identifying abnormal patterns. The use of frameworks such as OpenCV in Python has enabled 

efficient implementation of real-time detection systems [6]. Compared to sensor-based 

methods, vision-based systems offer scalability and are better suited for large-area 

monitoring. 
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Recent advancements in deep learning have further improved the performance of fall 

detection systems. Techniques such as Convolutional Neural Networks (CNNs) and pose 

estimation models allow for more accurate recognition of human activities by analyzing 

skeletal structures and temporal motion patterns [7]. These approaches have shown high 

detection accuracy even in complex environments, although they may require higher 

computational resources [4]. 

 
In addition to detection techniques, IoT communication plays a critical role in enabling real-

time monitoring systems. Lightweight communication protocols such as MQTT have been 

widely adopted due to their low bandwidth requirements and efficient message transmission 

capabilities [5], [12]. MQTT-based architectures support scalable communication between 

distributed devices, making them suitable for smart city applications. Cloud-based brokers 

like HiveMQ facilitate reliable message exchange between system components. 

 
Workflow automation platforms such as Node-RED are commonly used to process incoming 

data and implement decision-making logic in IoT systems. These platforms allow developers 

to design flexible data processing pipelines and integrate multiple services within a single 

framework [2], [11]. Such integration is essential for transforming raw detection data into 

actionable insights. 

 
Automated alert mechanisms are another important component of intelligent monitoring 

systems. Cloud communication services such as Twilio enable the delivery of real-time 

notifications through SMS or other messaging channels. These systems ensure that critical 

information is communicated to emergency responders without delay, thereby reducing 

response time in emergency situations [10]. 

 

Furthermore, research in smart city infrastructure has demonstrated the potential of 

integrating multiple technologies to create scalable and efficient monitoring solutions. IoT-

enabled streetlight systems, for instance, have been explored for energy efficiency and remote 

control, but they often lack advanced monitoring capabilities [8]. Similarly, distributed IoT 

architectures have been proposed to support large-scale deployment of monitoring systems 

across urban environments [14]. 

 

Despite these advancements, many existing solutions address detection, communication, and 

alert mechanisms as separate components rather than as an integrated system. Some studies 
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focus primarily on improving detection accuracy without considering real-time 

communication, while others emphasize IoT frameworks without incorporating intelligent 

event analysis [9], [13]. This lack of integration limits the effectiveness of such systems in 

practical applications. 

 

Therefore, there is a clear need for a unified system that combines computer vision-based 

detection, efficient IoT communication, and automated alert generation. The proposed system 

addresses this gap by integrating real-time human activity detection with MQTT-based 

communication and automated notification mechanisms. This approach enhances system 

efficiency, reduces response time, and contributes to the development of intelligent and reliable 

smart city monitoring solutions [15]. 

 

III. Problem Statement 

Rapid urbanization has significantly increased the complexity of public environments such as 

streets, pedestrian pathways, and intersections. These areas are continuously exposed to 

various risks, including accidents, medical emergencies, and unsafe activities. Ensuring 

safety in such dynamic environments requires continuous monitoring and immediate response 

mechanisms. However, existing infrastructure often lacks the capability to detect and respond 

to critical situations in real time. 

 
Traditional surveillance systems are primarily based on closed-circuit television (CCTV) 

cameras that capture and store video data. While these systems are useful for post-event 

analysis, they rely heavily on human operators for real- time monitoring. Continuous 

observation of multiple video streams is both resource-intensive and prone to human 

limitations such as fatigue and reduced attention span. As a result, important events such as 

pedestrian falls or abnormal behavior may go unnoticed, leading to delayed emergency 

response. 

 
In addition to monitoring limitations, many current systems operate in isolation without 

effective integration between detection, communication, and alert mechanisms. For example, 

IoT-based street lighting systems are widely used to improve energy efficiency and automate 

lighting control, but they generally lack intelligent monitoring capabilities. Similarly, 

computer vision-based detection systems often focus solely on identifying events without 

incorporating real-time communication or automated alert generation. This separation 

reduces the overall effectiveness of such systems in practical applications. 
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Another critical issue is the absence of automated communication frameworks in many 

monitoring solutions. Even when incidents are identified, notifying emergency responders 

typically involves manual intervention, which introduces delays and increases the risk of 

severe consequences. In time-sensitive situations such as medical emergencies or accidents, 

delays in communication can significantly affect the outcome and reduce the chances of 

timely assistance. 

 
Although recent advancements in computer vision and IoT technologies provide the 

necessary tools for developing intelligent monitoring systems, there remains a lack of a 

unified solution that integrates real-time detection, efficient communication, and automated 

alert generation. This gap highlights the need for a comprehensive system capable of 

continuously monitoring public spaces, identifying abnormal events such as falls, and 

automatically notifying relevant authorities without human intervention. 

 
Therefore, the problem addressed in this work is the development of an intelligent and 

integrated monitoring system that combines computer vision-based human activity detection 

with IoT communication and automated alert mechanisms. The objective is to design a 

system that can detect critical events in real time and ensure rapid dissemination of 

information to emergency responders, thereby improving public safety and supporting the 

advancement of smart city infrastructure. 

 
IV. Proposed System 

The proposed system presents an intelligent smart streetlight monitoring framework designed 

to detect abnormal human activities, particularly fall events, and generate real-time 

emergency alerts. The system integrates computer vision-based detection with Internet of 

Things (IoT) communication and automated notification mechanisms to provide a unified and 

efficient public safety solution. 

 
The architecture of the proposed system consists of three major functional components: a 

vision-based detection module, an IoT communication module, and an automated alert 

generation module. These components operate in a coordinated manner to ensure continuous 

monitoring, accurate event detection, and rapid dissemination of information. 

 

The system begins with a surveillance camera installed on a streetlight pole, which 

continuously captures video frames of the surrounding environment. These frames are 
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processed by a computer vision module implemented using OpenCV in Python. The module 

performs human detection and analyzes posture and motion patterns to identify abnormal 

conditions. By evaluating body orientation and movement consistency across consecutive 

frames, the system determines whether a fall or suspicious activity has occurred. 

 

Once an abnormal event is detected, the system generates a structured event message 

containing relevant information such as event type, timestamp, confidence level, and device 

identification. This information is then transmitted using the Message Queuing Telemetry 

Transport (MQTT) protocol, which enables lightweight and efficient communication between 

distributed components. The event message is published to a cloud-based MQTT broker, 

specifically HiveMQ, ensuring reliable data transfer with minimal latency. 

 

The published message is received by a processing module developed using Node-RED, 

which acts as a workflow automation platform. Within this environment, the incoming data is 

parsed, analyzed, and routed based on predefined conditions. A rule-based mechanism is 

employed to classify events and determine the appropriate response. For instance, a detected 

fall is categorized as a medical emergency, while other abnormal behaviors may be classified 

under security alerts. 

 

Following event classification, the system activates the alert generation module. This module 

is responsible for delivering emergency notifications to designated recipients. The proposed 

system utilizes the cloud communication platform Twilio to send SMS alerts containing 

concise and informative messages about the detected event. These messages include essential 

details such as the nature of the incident and its location, enabling emergency responders to 

take immediate action. 

 

The proposed system is designed with scalability and flexibility in mind. Each streetlight unit 

can function as an independent monitoring node, allowing the system to be expanded across 

multiple locations within a city. The modular architecture ensures that additional 

functionalities, such as integration with other smart city services or advanced analytics, can 

be incorporated without significant modifications. 
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Overall, the proposed system provides a comprehensive solution for intelligent street 

monitoring by combining real- time computer vision detection, efficient IoT communication, 

and automated alert mechanisms. This integrated approach enhances the responsiveness of 

emergency services, reduces reliance on manual surveillance, and contributes to the 

development of safer and smarter urban environments. 

 

V. METHODOLOGY 

The proposed methodology adopts a systematic approach to real-time street monitoring by 

integrating computer vision-based event detection with IoT communication and automated 

alert mechanisms. The system operates through a sequence of well-defined stages, including 

data acquisition, preprocessing, event detection, message transmission, event processing, and 

alert generation. Each stage contributes to the overall objective of detecting abnormal human 

activities and ensuring timely response. 
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5.1Data Acquisition 

The methodology begins with continuous data acquisition using a surveillance camera 

mounted on a streetlight pole. The camera captures real-time video streams of the 

surrounding environment. These video streams are divided into individual frames, which 

serve as input for further processing. Continuous frame acquisition ensures that the system 

can monitor dynamic scenes and detect events without interruption. 

 
5.2Frame Preprocessing 

The captured frames are subjected to preprocessing to improve the quality and consistency of 

the input data. This stage includes operations such as resizing, noise reduction, and color space 

conversion. These steps enhance the clarity of the visual data and reduce computational 

complexity, enabling efficient real-time processing. Preprocessing ensures that variations in 

lighting and environmental conditions do not significantly affect detection performance. 

 
5.3Human Detection and Feature Extraction 

After preprocessing, the system identifies human presence within each frame using computer 

vision techniques implemented through OpenCV in Python. The detection process involves 

identifying regions of interest corresponding to human figures. Once detected, relevant 

features such as body orientation, bounding box dimensions, and motion patterns are 

extracted. 

 
These features provide essential information for analyzing human posture and behavior. By 

tracking changes in these features across consecutive frames, the system can evaluate 

movement patterns and detect irregularities. 

 
5.4Fall Detection and Event Classification 

The extracted features are analyzed to determine whether the observed behavior is normal or 

abnormal. The system applies logical conditions based on posture and motion characteristics 

to identify fall events. For instance, a sudden change from a vertical to a horizontal 

orientation combined with minimal subsequent movement is considered indicative of a fall.  

 

A rule-based classification approach is used to categorize detected events. Events are 

classified into predefined categories such as normal activity, fall detection, or suspicious 

behavior. This classification enables the system to decide the appropriate response for each 

type of event. 
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5.5Event Message Generation 

Once an abnormal event is identified, the system generates a structured event message 

containing key information. This message typically includes parameters such as event type, 

timestamp, confidence level, and device identification. Structuring the data in this format 

ensures compatibility with communication and processing modules. 

 
5.6IoT Communication Using MQTT 

The generated event message is transmitted using the Message Queuing Telemetry Transport 

(MQTT) protocol. The system publishes the message to a cloud-based MQTT broker, 

specifically HiveMQ. MQTT is selected due to its lightweight nature and suitability for real-

time communication in distributed systems. 

 

Publishing event messages to the broker enables multiple subscribers to access the data 

simultaneously. This ensures reliable and scalable communication between the detection 

module and downstream processing systems. 

 
5.7Event Processing Using Workflow Automation 

The published messages are received by a workflow automation module developed using 

Node-RED. Within this environment, the incoming messages are parsed and processed using 

a sequence of nodes, including input, function, and decision nodes. 

 

The system evaluates the message content and applies conditional logic to determine the 

appropriate response. For example, if the event type indicates a fall, the system routes the 

message to the emergency alert module. This stage ensures that only relevant events trigger 

notifications, reducing unnecessary alerts. 

 

5.8Automated Alert Generation 

The final stage of the methodology involves generating emergency alerts based on the 

processed event data. The system uses the cloud communication service Twilio to send SMS 

notifications to predefined emergency contacts. The alert message contains concise 

information about the detected event, enabling responders to understand the situation quickly 

and take appropriate action. 

 

5.9System Integration and Workflow 

All stages of the methodology are integrated into a continuous workflow that operates in real 

time. The system continuously captures video data, processes frames, detects events, and 
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communicates alerts without manual intervention. The modular design ensures that each 

component functions independently while contributing to the overall system performance. 

 

5.10 Summary of Methodology 

The proposed methodology provides a comprehensive framework for intelligent street 

monitoring by combining computer vision detection, IoT communication, and automated 

alert systems. By processing visual data in real time and enabling rapid information 

transmission, the system ensures timely detection of emergencies and efficient notification of 

responders. This integrated approach enhances public safety and demonstrates the 

effectiveness of combining AI and IoT technologies in smart city applications. 

 
VI. RESULTS AND DISCUSSION 

6.1Experimental Setup 

The proposed system was implemented and tested using a real-time video input obtained from 

a standard surveillance camera. The computer vision module was developed using OpenCV 

in Python for detecting human presence and analyzing posture. The communication between 

modules was established using the MQTT protocol through the HiveMQ broker. Event 

processing and workflow automation were carried out using Node-RED, while SMS 

notifications were delivered using the Twilio platform. 

 
The system was tested under different environmental conditions, including variations in 

lighting, background complexity, and human movement patterns. Multiple scenarios such as 

normal walking, standing, and simulated fall events were evaluated to analyze system 

performance. 

 
6.2Detection Performance 

The system successfully detected human presence and monitored posture in real time. During 

testing, the fall detection mechanism was able to identify sudden changes in body orientation 

and classify them as abnormal events. The detection logic effectively distinguished between 

normal activities and fall conditions by analyzing motion continuity and orientation changes 

across consecutive frames. 

 
It was observed that the system performed reliably in controlled environments with adequate 

lighting and minimal occlusion. The detection accuracy remained consistent for clear visual 

inputs, demonstrating the effectiveness of the implemented computer vision techniques. 
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However, minor variations in detection performance were observed in cases involving poor 

lighting conditions or partial obstruction of the subject. 

 

6.3Communication and Response Time 

The integration of MQTT communication enabled efficient transmission of event messages 

from the detection module to the processing system. The use of a lightweight protocol ensured 

minimal delay in message delivery. The HiveMQ broker successfully handled message 

publishing and subscription without data loss during testing. 

 
The overall response time, measured from event detection to alert generation, was found to be 

sufficiently low for real-time applications. The processing workflow in Node-RED 

effectively handled incoming messages and triggered appropriate actions based on predefined 

conditions. This demonstrates that the system is capable of providing near real-time 

emergency notifications. 

 
6.4Alert Generation and Reliability 

The alert generation mechanism was tested by simulating multiple fall events. Upon 

detection, the system generated structured event messages and successfully triggered SMS 

notifications using Twilio. The messages contained relevant information about the detected 

event, enabling quick interpretation by the recipient. 

 

The reliability of the alert system was verified through repeated trials, where notifications 

were consistently delivered without significant delays. This confirms that the integration of 

cloud-based communication services enhances the responsiveness and dependability of the 

system. 

 

6.5System Integration and Functionality 

The proposed system demonstrated effective integration of computer vision, IoT 

communication, and automated alert mechanisms. Each module operated in coordination, 

forming a continuous workflow from data acquisition to alert delivery. The modular design 

allowed individual components to function independently while contributing to the overall 

system performance. 

 

The system was also observed to be scalable, as additional monitoring nodes can be 

incorporated without affecting the existing architecture. 
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6.6LIMITATIONS AND CHALLENGES 

Despite its effectiveness, the system has certain limitations. Detection performance may be 

affected by environmental factors such as low illumination, camera angle variations, and 

occlusion. 

 

Another limitation is the dependence on internet connectivity for MQTT communication and 

alert delivery. Network disruptions may affect the timely transmission of messages, which 

can impact system reliability in certain scenarios. 

 
6.7DISCUSSION 

The experimental results indicate that the proposed system provides a practical and efficient 

solution for real-time street monitoring and emergency alert generation. By combining 

computer vision with IoT communication, the system reduces reliance on manual surveillance 

and enables faster response to critical situations. 

 
The integration of technologies such as OpenCV, HiveMQ, Node-RED, and Twilio 

demonstrates the feasibility of building a cost-effective and scalable monitoring solution. 

Compared to traditional systems, the proposed approach offers improved automation, reduced 

response time, and enhanced operational efficiency. 

 
Overall, the results validate the effectiveness of the system in detecting abnormal events and 

generating timely alerts. The proposed approach can be further enhanced by incorporating 

advanced machine learning models and edge computing techniques to improve accuracy and 

reduce dependency on network connectivity. 

 
CONCLUSION 

This paper presented an AI-based smart streetlight monitoring system designed to enhance 

public safety through real- time detection of abnormal human activities and automated 

emergency alert generation. The proposed system integrates computer vision techniques 

with IoT communication and workflow automation to create a unified and efficient 

monitoring solution. By utilizing OpenCV in Python for human detection and posture 

analysis, the system is capable of identifying fall events with minimal delay. 

 

The implementation of MQTT communication through the HiveMQ broker ensures reliable 

and lightweight transmission of event data, while the use of Node-RED enables effective 

processing and decision-making based on incoming messages. Furthermore, the integration of 
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the Twilio communication platform allows the system to deliver real-time SMS alerts to 

emergency responders, thereby reducing the time required for intervention. 

 

Experimental evaluation demonstrates that the system is capable of accurately detecting fall 

events and generating timely alerts under various conditions. The modular architecture of the 

system supports scalability and flexibility, making it suitable for deployment in smart city 

environments. Although certain limitations exist, such as sensitivity to environmental 

conditions and dependence on network connectivity, the overall performance confirms the 

feasibility and effectiveness of the proposed approach. 

 

In conclusion, the developed system provides a practical and cost-effective solution for 

intelligent street monitoring. By enabling automated detection and rapid communication, it 

contributes to improved emergency response and enhanced safety in urban environments. The 

proposed framework also serves as a foundation for future advancements in smart city 

technologies, where integrated AI and IoT systems play a crucial role in building safer and 

more responsive infrastructure. 
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