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ABSTRACT

The rising complexity of contemporary cyberattacks has greatly diminished the efficacy of
conventional signature-based detection mechanisms. Zero-day threats, which target unknown
vulnerabilities, are particularly hard to detect since there are no prior attack signatures
available during the time of attack exploitation [2], [3]. This paper introduces EntroSentry, a
proactive detection framework that combines behavioral monitoring based on entropy and
deception-driven intelligence gathering. The proposed system analyzes the statistical
anomalies in real-time traffic patterns and uses machine learning algorithms to categorize the
anomalies [4], [10]. Simultaneously, an adaptive honeypot module is used to monitor attacker
behavior in specially designed decoy environments [5], [6]. By correlating entropy anomalies
with attacker interaction information, EntroSentry improves the detection accuracy and
minimizes false positives. Simulation outcomes show better robustness against unknown

attacks compared to traditional intrusion detection systems [11], [22].

KEYWORDS: Zero-Day Detection; Entropy-Based Anomaly Detection; Cyber Deception;

Honeypot Systems; Machine Learning; Behavioral Intrusion Detection.

1. INTRODUCTION
The methodology of the proposed system involves continuous packet capture, feature

extraction and aggregation, entropy analysis, machine learning-based anomaly classification,
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conditional decoy activation, and behavioral feedback integration. Unsupervised learning
algorithms identify anomalies in system behavior without the need for labeled training data
[7]. Semi-supervised learning algorithms improve classification accuracy when labeled data
is limited [24]. The decoy system provides insight into attacker behavior and validates
entropy-based alerts in a contextual manner [6], [16]. This two-tiered validation system

reduces false positives compared to traditional anomaly detection systems [22].

2. RELATED WORK

2.1 Machine Learning in Intrusion Detection

Recent research has shown the potential of deep learning and hybrid Al models in enhancing
intrusion detection performance [3], [11]. Various surveys have confirmed that Al-powered
systems outperform rule-based systems in detecting unknown threats [4], [22]. Unsupervised
learning methods are especially beneficial in zero-day attacks since they do not require
labeled attack data [2], [7]. Semi-supervised learning methods further improve classification
accuracy even when labeled data is limited [24]. GAN-based anomaly detection models have
also been investigated to enhance recognition of sophisticated or evolving attack behaviors
[14].

2.2 Deception and Honeypot-Based Monitoring

Honeypot-based monitoring systems have matured from simple traps to dynamic and
containerized deception systems that can realistically mimic services [5], [18]. Research has
shown that interactive honeypot systems can record attacker strategies and tools [6], [9]. Al-
powered honeypot systems have further improved threat intelligence analysis by examining
behavioral patterns in interactive honeypot systems [17], [21]. SSH honeypot systems and
web-interaction honeypots have been successfully employed to monitor real-world intrusion
attempts [18], [19]. However, most of the previous work considers anomaly detection and
deception systems independently. There are very few frameworks that combine entropy-

based behavioral analysis with honeypot intelligence in a continuous feedback loop

3. PROPOSED FRAMEWORK

The EntroSentry framework has an architecture that is divided into three layers.

3.1 Behavioral Monitoring Module

This module is responsible for monitoring network traffic in real-time and extracting
statistical features. Rather than relying on packet payload signatures alone, it also analyzes

distribution features such as connection rate, port rate, and protocol variety [8].
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Entropy is employed as a measure of uncertainty in network properties. Large variations in

the values of entropy point to irregular network traffic distribution patterns [15]. Machine

learning classifiers are employed to determine whether anomalies are benign or malicious

based on features extracted from entropy values [10], [22]. Optimization classifiers and

attention classifiers can be employed to improve detection accuracy in 10T networks [20].
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The deception layer employs interactive SSH and web-based honeypots that mimic legitimate

services [18], [19]. These decoys trap attackers while monitoring login attempts, command

execution patterns, payload delivery attempts, and lateral movement simulations. Interaction

data is analyzed using Al-powered honeypot intelligence models [21], which improve

awareness of behavioral context.
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4. METHODOLOGY

The functional methodology involves continuous packet capture, feature extraction and
aggregation, entropy calculation, machine learning-based anomaly classification, dynamic
decoy activation, and behavioral feedback integration. Unsupervised learning algorithms are
employed to identify anomalies in baseline behavior without relying on labeled data [7].
Semi-supervised learning algorithms can be employed to improve classification accuracy
when labeled data is limited [24]. The decoy system provides insight into attacker behavior
and contextual validation of alerts triggered by entropy changes [6], [16]. This two-tier
validation system is more effective in reducing false positives than anomaly detection
systems [22].
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5. EXPERIMENTAL EVALUATION

The proposed framework was evaluated using standard datasets and simulated environments
with both benign traffic and zero-day attacks. The evaluation criteria included detection
accuracy, false positives, and adaptability to novel attack patterns. High detection accuracy
has been reported by hybrid Al-based intrusion detection systems in recent studies [11], and
GAN-based models show enhanced anomaly detection abilities [14]. EntroSentry showed
high detection accuracy for novel attack behaviors, lowered false positives compared to static
IDS models, and enhanced attacker behavior profiling using decoy interaction insights. The
system also showed robustness against obfuscation attacks in malware, which is consistent

with findings from deep learning-based malware detection studies [25].

6. RESULTS AND DISCUSSION

The experimental outcome shows that entropy-based monitoring provides early warnings of
potential attacks, but deception system-based reinforcement enhances detection accuracy. Al-
based IDS frameworks have been shown to outperform rule-based systems in zero-day attack
detection in previous studies [4], [22]. Honeypot intelligence provides attackers' tactic
insights that are not possible with passive monitoring approaches [6], [16].

Future work can be extended to include federated learning-based distributed detection
frameworks for large-scale networks [13] and novelty detection frameworks to maintain
adaptability against evolving threats [12]. Insider threat detection methods can also be

integrated into the proposed framework for enterprise-wide protection [23].

7. CONCLUSION

EntroSentry proposes an integrated cybersecurity framework that combines entropy-based
anomaly detection with adaptive deception. The proposed framework enhances zero-day
attack detection accuracy with reduced false positives by correlating statistical uncertainty
with attacker interaction intelligence. The combination of Al-based anomaly classification
and dynamic honeypot intelligence offers a scalable and adaptive defense paradigm that is
appropriate for today’s enterprise networks. Future research will investigate federated
intelligence sharing [13] and learning-based intrusion detection [12] to improve defenses

against future cyber threats.
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